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Title: Study on UAS security enhancements 
Acronym: FS_UAS _DoB
Unique identifier:	
Potential target Release:	Rel-19

1	Impacts
{For Normative work, identify the anticipated impacts. For a Study, identify the scope of the study}
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	x
	
	x
	

	No
	x
	
	
	
	

	Don't know
	
	
	x
	
	x



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …
	x
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing
2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	
	
	



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	N/A
	
	


3	Justification
The following potential security issue should be studied in SA3 to ensure the safety and security of UAV operations.   

[bookmark: _GoBack]Depletion-of-Battery (DoB) attacks or Denial of Service (DoS) attacks to UAV: An UAV specified since Rel-17 is a 2-in-1 device, i.e. a UAV is seen as a UE with normal SIM and a drone/UAV at the same time. The QoS of UAV services may not be met if other “non-UAV services” (as for a normal UE) occupy too much network resources. More importantly, it seems to be possible that an attacker (another UE) can initiate “non-UAV services” maliciously. For example, an attacker can initiate a new PDU sessions with a UAV and send large amount of data (video/unrelated files etc) to exhaust UAV’s network resources or deplete its battery. It may cause hazardous situation or safety concerns if not handled properly. 
4	Objective
The objectives of this study are to

· WT1.1: Identify current UAS procedures that potentially vulnerable to DoB attacks  
· WT1.2: Study security requirements and corresponding solutions. 
TU estimates and dependencies

	Work Task ID
	TU Estimate
(Study)
	TU Estimate
(Normative)

	WT1
	1.5
	0.5

	
	
	



Total TU estimates for the study phase:   1.5  
Total TU estimates for the normative phase:   0.5 
Total TU estimates: 2

5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	33.xxx
	Study on security enhancements to network slicing
	
	SA#104
	TBD

	
	
	
	
	
	



	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	

	
	
	
	


6	Work item Rapporteur(s)
TBD
7	Work item leadership
SA3
8	Aspects that involve other WGs
N/A
9	Supporting Individual Members

	Supporting IM name

	Huawei

	HiSilicon

	

	

	

	




